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90. (Twice 
internet from a sender to 
including the steps at the 



Amended) A method of transmitting a message through the 
* J recipient through a sen/er displaced from the recipient, 
server of: 



receiving the message at the server from the sender, 

transmitting frorn t ie server through the internet to an agent of the recipient the 
message and the identit / and internet address of the server and an indication 
representing the identity of the sender, 

receiving at the sewer from the agent a handshaking and delivery history of the 
message from the server to the agent, and 

transmitting from he server to the sender through the internet the message, a 
digital signature of the rr lessage and the handshaking and delivery history of the 



message received by th< i 



server from the agent 



92. (Twi 
the server 

a digital signature 

by the server 

the sender. 



:e Amended) A method as set forth in claim 91 wherein 
uses the information received by the server from the sender to create 
and compares this digital signature with the digital signature received 
frbm the sender to authenticate the message received by the server from 
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1 1 5. (Twice Ame nded) In a method of transmitting a message through the 
internet from a sender to an agent for a recipient through a server displaced from the 
recipient, the steps at the > server of: 

receiving the message from the sender, 

transmitting to the sender the message from the server to the agent of the 
recipient, 

receiving at the server an indication from the agent that the message has been 
received at the agent frc m the server, 

providing at the sferver a digital signature of the message received from the 
agent, and 

transmitting to thje sender the message received from the sender and the digital 
signature of the message for storage by the sender. 



117. (Tw, 
server of: 

receiving 
message, 

\ 



ce Amended) In a method as set forth in claim 1 16 the steps at the 



rom the sender a copy of the message and the digital signature of the 
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generating digital fingerprints of the message and the digital signature received 
from the sender, 

comparing the digital fingerprints, and 

authenticating the message on the basis of the results of the comparison. 

1 18. (Twice Amended) In a method as set forth in claim 1 1 5, 
providing at the server, at the same time as the provision of the digital signature 
of the message at the server, an attachment including the identity of the sender and the 
identity and internet ac dress of the server and the identity and internet address of the 
agent, all as received hy the server from the agent, 

generating a di< ital signature of the attachment, and 

transmitting to Me sender the attachment including the identity of the sender, the 
identity and internet a ddress of the server and the identity and internet address of the 
agent and the digital signature of the attachment all as received by the server from the 
agent, at the same tine as the transmission of the message, and the digital signature of 
the message, to the £ ender. 
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message and the digits 
generating digits 



120, (Twice Amended) In a method as set forth in claim 119, the steps at the 
server of: 

receiving from thd sender copies of the message and the attachment of the 
signatures of the message and the attachment, 
fingerprints of the message and the digital signature of the 
message and the attachment and the digital signature of the attachment, and 

comparing the digital fingerprints of the message and the digital signature of the 
message and comparing the digital fingerprints of the attachment and the digital 
signature of the attachment to authenticate the message and the attachment. 



10 



121. In a metrfiod as set forth in claim 1 19, the steps at the server of 
the attachment constituting a first attachment, 

receiving at the server from the agent, at the same time as the reception of the 
message and the attachment of the message from the agent, a second attachment 
including the identity of the sender and the identity and internet address of the server 

internet address of the agent, all as received by the server from the 



and the identity anc 
agent, 

generating e 
transmitting 
sender, the identity 



digital signature of the second attachment, and 
to the sender the second attachment including the identity of the 
and internet address of the server, and the identity and internet 
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address of the agent and a digital signature of the second attachment, all as received 
by the server from the agent, at the same time as the transmission to the sender of the 
message and the first Attachment and the digital signatures of the message and of the 
first attachment to the sender. 



\ 



^5 



10 



15 



122. (Twice Amended) A method of transmitting a message through the internet 
from a sender to an agent for a recipient through a server displaced from the agent, 
including the steps off 

providing the message from the sender at the server, 
transmitting tojthe agent the message and the identity of the sender and the 
identity and the interhet address of the server, 

providing at tt e agent an attachment including the status of the reception at the 
agent of the transmi tal from the server to the agent of the message and the identity of 
dentity and internet address of the server, 
the server from the agent the message and the attachment 
of the reception at the agent of the message and the identity of the 
sender and the idehtity and internet address of the server and the identity and internet 
address of the agent, and 

providing at the server a digital signature of the message and a digital signature 
of the attachment. 



the sender and the 
transmitting 
including the status 
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128. (Twice Amended) A method as set forth in claim 122 wherein 
the digital si£ nature of the message includes a digital digest of the message and 
an encryption of th< s digital digest, 

the agent includes the date and time of the transmission by the agent to the 
server and 

the server transmits to the sender the message and the digital signature of the 
attachment including the identity of the sender and the identity and 
the server and the identity and internet address of the agent and the 
he message and the date and time of the transmission by the agent 



message and the 
internet address o 
delivery status of 



to the server, and 

the deliver^ status of the message at the agent includes at least one of the 
following: (a) DELIVERED, (b) RELAYED, (c) DELIVERED-AND-WAITING FOR 
DELIVERY STATUS NOTIFICATION (DSN), <d) DEUVERED-TO-MAILBOX, and (e) 
FAILED, UNDEL VERABLE, 



130. (T 
internet from 
agent, including 

providir g 
identity and ir 



vice Amended) A method of transmitting a message through the 
^ sender to an agent for a recipient through a server displaced from the 
the steps at the server of: 

at the server the message and tho identity of the sender and the 
ernet address of the server, 
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transmitting to 
identity and internet 

receiving from 
address of the server 
indication of the status 

transmitting to 
server from the agent 



he 



agent the message and the identity of the sender and the 
address of the server, 
he agent the identity of the sender and the identity and internet 
and the identity and internet address of the agent and an 
of the reception of the message at the agent, and 

sender the message and the information received by the 
relating to the message. 



tie 



\ 



internet address 
sender and whe 
the sende 



1 36. (Twice Amended) A method as set forth in claim 1 34 wherein 
the servej transmits to the sender the identity of the sender and the identity and 
of the server at the same time that it transmits the message to the 
ein 

r transmits to the server what it has received from the server and 



wherein 

the serveij authenticates the message on the basis of what it has received from 
the sender. 
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the sender sends 
message authenticated 

the server authen 
the sender after the sen 



137. (Twice Amended) A method as set forth in claim 134 wherein 
the server transmits to the sender the identity and internet address of the agent 
and the status of the reception of the message, all as received by the server from the 
agent, and the digital signature of the message and wherein 

to the server, at the time that the sender wishes to have the 
A/hat it has received from the server and wherein 
icates the message on the basis of what it has received from 
er wishes to have the message authenticated. 



138. (Twice Amended) A method as set forth in claim 136 wherein 

the server does pot store the message after it transmits the message to the 
sender and wherein 

the server transmits to the sender the message and the identity and internet 
address of the agent and the status of the reception of the message received by the 
agent, all as received by the server from the agent, and the digital signature of the 
message, and wherein 

the sender transmits to the server what it has received from the server and 
wherein 

the server authenticates the message on the basis of what it has received from 
sender desires to authenticate the message. 
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1 39. A method o : authenticating a message transmitted through the internet 
from a sender to a recip ent through a server displaced from the recipient, including the 



steps at the server of: 
transmitting to the 



sender the message and a digital signature of the message, 



and a status of the rece rtion of the message by an agent for the recipient, 

receiving from thf sender the message, the digital signature of the message and 
the status of the receptijon of the message by the agent, 

producing digital fingerprints of the message and the digital signature received 
from the sender, and 

comparing the dibital fingerprints of the message and the digital signature of the 
message to authenticat 3 the message transmitted from the sender to the server. 



flwi 



141 . {Twice Amended) A method as set forth in claim 1 39 wherein 



the server 
the sender and 
the servei 



the server 
internet address 



provides a digital signature from an attachment including the identity of 
he identity and the internet address of the server, and wherein 
transmits to the sender the attachment including the identity of the 
sender and the ibentity and internet address of the server, all as transmitted by the 
agent to the server, and the digital signature of the attachment and wherein 

receives from the sender the attachment including the identity and 
of the server and the digital signature of the attachment and wherein 
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JO 



15 



the server genera 
signature of the attachment 

the server compares 
transmitted by the sendei 



142 (Twice Am 



;|s digital fingerprints of the attachment, and the digital 
, received by the server from the sender and wherein 
the digital fingerprints to authenticate the message 
to the server. 



snded) A method of authenticating a message transmitted 
through the internet frorrj a sender to an agent for a recipient through a server displaced 
from the agent, including the steps of: 

generating a digit al signature at the server of the message, 
transmitting to th4 sender the message and the digital signature of the message 
and an attachment including a status of a reception by the agent for the recipient of the 

iignature of the attachment, 
receiving at the jserver the information transmitted by the server to the sender, 
generating digitll fingerprints of the message and the attachments received by 
the server and digital fingerprints of the digital signatures of the message and the 
attachment, 

comparing the iJigjtal fingerprints generated by the server from the message 
received by the serve!- from the sender and the digital signature of the message 
received by the server from the sender to authenticate the message transmitted from 
the sender to the seif/er, and 
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comparing t le digital fingerprints generated by the server from the attachment 
received by the se ver from the sender and the digital signature of the attachment 
received by the server from the sender to authenticate the attachment transmitted from 
the sender to the server. 



\ 



145. (Twice Amended) A method of transmitting a message through the 
internet from a sender to an agent for a recipient through a server displaced from the 
agent, including the steps at the server of, 

receiving the message from the sender, 

transmitting to the agent the message and a return address identifying the 

sender and the server, 

receivir g from the agent the identity of the sender and the server, and 
identifying the message transmitted from the server to the agent and the identity 

of the sender and the server as received by the server from the recipient. 



internet from a 
recipient, including 
receiving 
5 sender and the 



from 



1 56. (Twidje Amended) A method of transmitting a message through the 

senfler to an agent for a recipient through a server displaced from the 
he steps at the agent of: 

the server through the internet the message and the identity of the 
identity and internet address of the server, and 
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providing foi 



a transmittal to the server through the internet from the agent of the 



identity of the senc er and the identity and internet address of the sender and the 
identity and internet address of the agent. 



\ 



\ 



4 



1 58. (Twice Amended) A method as set forth in claim 156, including the step 
at the agent on 

indicating in the transmittal from the agent to the server that the message and 
the identity of \\ e sender and the identity and internet address of the server have been 
sent to another agent before delivery to the agent for the recipient 



164. (T< 



of: 



including ir 



ice Amended) A method as set forth in claim 159, including the step 



the transactions between the first server and the destination server 
via the selected drotocol the status of the delivery of the message to the destination 
server from the first server. 
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1 66. (Twice Amended) In a method of verifying at a first server a delivery of an 
electronic message to a destination server for a recipient, the steps of: 

transmitting the electronic message from the first server to the destination server 
through a transaction between the first server and the destination server via a protocol 
selected from the group consisting of an SMTP protocol and an ESMTP protocol, 

receiving at the firs t server from the destination server the transactions between 
the first server and the destination server via the selected one of the protocols, and 

transmitting from the first server to the sender the message and the transactions 
between the first server and the destination server in the selected one of the protocols. 



168. (T\J/ice 
retaining 
the selected one 



Amended) In a method as set forth in claim 166, the step of: 
message at the first server after the transmission of the message in 
of the protocols by the first server to the destination server. 



t le 



170. ( 



transmission to 



wice Amended) In a method as set forth in claim 169, the steps of: 



transmitti ig from the first server to the sender a copy of the message after of the 



the sender of the transaction between the first server and the 



destination server in the selected one of the protocols, and 



releasing 
message in the 



the message at the first server after the transmission of the copy of the 
selected one of the protocols by the first server to the sender. 
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^\ 171. (Twice Amended) In a method as set forth in claim 170, the step of: 



transmitting between the first server and the destination server the identity of the 



0 



JJ^ sender, the ident ty and address of the first server and the identity and address of the 
1 0 destination serve r and the time of the receipt of the message by the first server and the 
time of the transmission to the first server from the destination server of the identity of 
the sender, the identity and address of the first server and the identity and address of 
the destination ssrver. 



172. (Arrtended) In a method as set forth in claim 166, the step of: 



receiving a 
notification indica 
the destination se 
by the destination 



the first server from the destination server a delivery status 
ing the status of the delivery of the message from the first server to 
rver and the time of the transmission of the delivery status notification 
server to the first server. 



+ 



173. 
received by 
destination 



tri 



seirven 



transactions 
from the 



senc er 



(Twice Amended) In a method of verifying at a first server a message 
e first server from a sender and transmitted by the first server to a 
for a recipient, the steps of: 
receiving at the first server from the destination server an attachment including 
between the first server and the destination server relating lo the message 
. the transactions between the first server and the destination server 
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transmitting from the 
including the transactions ifi 



being provided via a protocol selected from the group consisting of an SMTP protocol 
and an ESMTP protocol, 

transmitting from the first server to the sender the message and the attachment 
including the transactions between the first server and the destination server via the 
selected one of the SMTP protocol and the ESMTP protocol, 

sender to the first server the message and the attachment 
the selected one of the protocols, and 
authenticating the rrtessage on the basis of the message and the attachment 
including the transactions tansmitted from the sender to the first server in the selected 
one of the protocols. / 



ended) In a method as set forth in claim 173, the step of: 



174. (Twice Ami 

authenticating the message transmitted from the sender to the first server when 
the comparison is identical. 

1 75. (Twice An ended) In a method as set forth in claim 1 70, the step of: 
removing the me ssage from the first server when the first server transmits to the 

sender the message and an attachment including the transactions between the first 
server and the destinatian server via the selected one of the SMTP protocol and the 
ESMTP protocol. 
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identity of the sender, the 
address of the destinatio l 



1 76. (Twice Anru snded ) In a method as set forth in claim 1 73, the steps of: 
receiving at the firgjt server from the destination server the indication of the 

identity and address of the first server and the identity and 
server via the protocol selected from the group consisting of 
the SMTP protocol and tfie ESMTP protocol, and 

transmitting from tpe first server to the sender the identity of the sender, the 
e first server and the identity and address of the destination 
server at the time of theftransmission from the first server to the sender of the message 
and the transaction between the first server and the destination server via the protocol 
selected from the groupj consisting of the SMTP protocol and the ESMTP protocol. 



identity and address of ti 



1 77. (Twice Amended) In a method as set forth in claim 1 75, the steps of 
providing at the first server a digital signature of the message and the attachment 

including the transactions between the first server and the destination server relating to 

the message from the sender, and 

transmitting from the first server to the sender the message and the digital 

signature of the message and the attachment including the transactions between the 

first server and the destination server via the selected one of the SMTP protocol and 

the ESMTP protocol End the digital signature of the attachment. 
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1 79. (Twice Amended) A method of verifying delivery at a first server of 



an 



electronic message to 
receiving at the 



a destination server for a recipient, including the steps of: 
irst server an electronic message from a message sender for 
routing to the destination server, 

establishing at tr e first server a communication with the destination server, 
transmitting from the first server the electronic message to the destination server 
with a protocol transaction via a protocol selected from a group consisting of an SMTP 
protocol and an ESMTI 3 protocol, 

receiving at the 1 irst server the protocol transactions between the first server and 
the destination server i elating to the message, and 

transmitting from the first server to the sender the message and at least a 
particular portion of thf protocol transactions between the first server and the 
destination server. 

1 80. (Twice a mended) A method as set forth in claim 1 79 wherein 
the message a Ad the at least particular portion of the transactions provided in the 
selected one of the protocols to the sender are provided by the sender to the first 



server, and 

the message i: 



authenticated by the first server on the basis of the message and 



the at least particular portion of the transactions from the sender to the first 



server. 
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181. (Twice Ait ended) A method as set forth in claim 1 78 wherein 



PATENT 



a digital signature 
the digital signatu 



is made of the message at the first server and wherein 
e is transmitted from the first server to the sender with the 



1 0 message and the at leait particular portion of the protocol transactions between the first 



server and the destination server and wherein 

the digital signature is thereafter provided by the sender to the first server with 
the message and the a^t least particular portion of the transactions in the selected 
protocol. 

1 82. (Twice /Amended) A method as set forth in claim 180 wherein 
a digital signaljbre of the message and a digital signature of the transactions 
provided in the seledted protocol are produced at the first server and are transmitted to 
the sender with the ijnessage and the transactions provided in the selected protocol and 
wherein 



J. 



the digital signatures and the message and the at least particular portion of the 
transactions provided in the selected protocol to the sender are thereafter provided by 
the sender to the fiist server and wherein 

digital finger >rints are produced at the first server from the message and the 
digital signature of the message provided by the sender to the first server and wherein 
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the message is 



ai ithenticated at the first server by establishing an identity 



including the steps of: 
receiving at the 

routing to the destination 
transmitting froi 



between the digital finge rprints produced at the first server. 

183. (Twice Amended) A method of verifying at a first server the delivery of an 
electronic message from the first server to a destination server for a destination address 



rst server an electronic message from a message sender for 
server, 

the first server to the destination server the electronic message, 
receiving at the first server the transactions between the first server and the 
destination server via the protocol selected from the group consisting of the SMTP 
protocol and the ESrVyTP protocol, 

transmitting frofrn the first server to the sender the message and the transactions 
between the first server and the destination server in the selected one of the protocols, 
receiving at th s first server from the sender the messages and the transactions 
between the first server and the destination server in the selected one of the protocols, 



and 



authenticate 



received by the first 
server from the sender. 



the message at the first server on the basis of the message 
server from the sender and the transactions received by the first 
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184. (Amended) A method as set forth in claim 122, including the step of: 
the transactions between the first server and the destination server constituting 
an attachment. 

providing digital signatures at the first server of the message and the attachment, 



and 

transmitting frAm the first server to the sender the message and the attachment 
and the digital signatures of the message and the attachment. 



185. (Amerlded) A method as set forth in claim 184, including the step of: 
transmitting to the server from the sender what has been received at the sender 

from the server, thif transmission occurring when the sender wishes to authenticate the 

message, and 

authenticating the message at the first server on the basis of the message and 
the attachment ancj the digital signatures of the message and the attachment, all as 
received by the server from the sender. 



4 

9? 



1 87. (Amended) A method as set forth in claim 1 63, including the steps of: 
transmitt ng from the sender to the first server the information transmitted from 
the first server to the sender, and 
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authenticating th 
from the sender to the 



electronic message on the basis of the information transmitted 



irst server representing the transactions between the first server 



and the destination adc ress via the selected protocol. 

1 88. A method as set forth in claim 1 63, the steps of: 

providing a digital signature of the message and a digital signature of an 
attachment including [he transactions between the first server and the destination 
server via the selecten protocol, and 

transmitting the digital signature of the message and the digital signature of the 
attachment from theprst server to the sender at the same time that the message and 
the attachment are transmitted from the first server to the sender. 

189. (Amer ded) A method as set forth in claim 1 72, the steps of: 

generating ai the first server a digital signature of the message and a digital 

signature of the attachment including the transactions transmitted from the sender to 
the first server, and 

transmitting rom the first server to the sender the message and the attachment 
and the digital signatures of the message and the attachment. 
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190. (Amenddd) A method as set forth in claim 173, including the steps of: 
providing a digital signature of the message and a digital signature of the 

attachment including tne transactions between the first server and the destination 
server via the selected protocol, and 

transmitting thd digital signatures from the first server to the sender at the same 
time as the transmission from the first server to the sender of the message and the 
attachment includinglthe transactions via the selected protocol. 

191 . (Amended) A method as set forth in claim 189, the steps of: 
transmitting frpm the sender to the first server the message and the digital 

signature of the meisage and the attachment and the digital signature of the 
attachment including the transactions between the first server and the destination 
server in the selected one of the protocols, and 

authenticating the message on the basis of the digital signatures and the 
message and the attachment transmitted between the sender and the first server in the 
selected one of the protocols. 



y 



1 93. AAmended) A method as set forth in claim 1 92, wherein 
the server prepares a digital signature of the message and a digital signature of 
including an identification of the sender and an identification and 



an attachment 
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address of the server and an identification and address of the recipient and a digital 
signature of the attachment and wherein 

the server transmits to the sender the message and the digital signature of the 
message and the attachment including the identification of the sender and the 
identification and addresfe of the server and the identification and address of the 
recipient and the digital signature of the attachment and wherein 

the server receives from the sender the message and the digital signature of the 
message and the attachment and the digital signature of the attachment and wherein 

the server authenticates the message on the basis of the message and the 
digital signature of the/message and the attachment and the digital signature of the 
attachment all as received by the server from the sender. 



1 94. (Amended) A method as set forth in claim 1 92 wherein 
the server prepares a digital signature of the message and an attachment 
including a selected bne of the SMPT and ESMPT protocols involved in the 
transmission of the Aiessage from the server to the recipient and a digital signature of 
the attachment and/wherein 

the server transmits to the sender the message and the digital signature of the 
message and the attachment including the selected one of the SMPT and ESMPT 
protocols and the (jigital signature of the attachment and wherein 
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the server rece ves from the sender the message and the digital signature of the 
message and the attainment and the digital signature of the attachment and wherein 

the server authenticates the message on the basis of the message and the 
digital signature of thfe message received by the server from the sender. 



1 95. (Amended) A method as set forth in claim 192 wherein 
the server aulhenticates the message by preparing a digital fingerprint of the 

al fingerprint of the digital signature and by comparing the prepared 
the message and the digital signature of the message and 
are identical. 



message and a digi 
digital fingerprints o 
confirming that they 



enc 



address of the rec 
message and the 
and by comparing 



196. (Amehded) A method as set forth in claim 194 wherein 
the server a ithenticates the message by preparing a digital fingerprint of the 
message and a di<|ital fingerprint of the attachment including the identification of the 
sender and the identification and address of the server and the identification and 
pient and by comparing the prepared digital fingerprint of the 
digital signature of the message and confirming that they are identical 
the prepared digital fingerprints of the attachment and the.digital 



signature of the attachment and confirming that they are identical. 
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1 97. (Amended) A method as set forth in claim 194 wherein 
the server authe nticates the attachment by preparing a digital fingerprint of the 
fingerprint of the digital signature of the attachment including 
the selected one of thfe SMPT and ESMPT protocols and by comparing the digital 
fingerprints and confi/ming that they are identical. 



1 98. (Amended) A method as set forth in claim 194 wherein 

the server transmits the message and the attachment and the digital signatures 
of the message and! the attachment to the sender without retaining a copy of the 
message and the Attachment and the digital signatures of the message and the 
attachment. 

199. (Ambnded) A method as set forth in claim 194 wherein 



the server 
digital signatures 



ransmits to the sender the message and the attachment and the 
bf the message and of the attachment and the identification of the 
sender and the identification and address of the server and the identification and 
address of the recipient without retaining any of this information. 
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200. (Amerjded) A method as set forth in claim 197 wherein 
the server trajnsmits to the sender the message and the digital signature of the 

message and the attachment including the selected one of the SMPT and ESMPT 
protocols and the djigital signature of the attachment without retaining any of this 
information. 

201. (Amended) A method of transmitting a message through the internet from 
a sender to a recipient through a server displaced from the recipient, including the steps 
at the server of: 

transmitting to the recipient the message and an attachment including an 
identification of trie sender and an identification and address of the server and an 
identification anc' address of the recipient, 



receiving 



rom the recipient the identification of the sender and an identification 



and address of the server and an identification and address of the recipient, and 
transmitting to the sender the message and the attachment including the 
identification of the sender and the identification and address of the server and the 
identification ard address of the recipient. 
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202. (Amend 



the server prepares a digital signature of the message and transmits the digital 



signature of the mes 



the server doejs 
message when it tra 
sender. 



?d) A method as set forth in claim 201 wherein 



age to the sender with the message. 



203. (Amenc ed) A method as set forth in claim 202 wherein 



not retain a copy of the message and the digital signature of the 
smits the message and the digital signature of the message to the 



attachment to the 
the sender 
message and the 
sender desires to 



204. (Amerfided) A method as set forth in claim 202 wherein 
the server prepares a digital signature of the attachment and transmits this digital 
signature of the attachment to the sender at the same time that it transmits the 
sender and wherein 

•ansmits to the server the message and the digital signature of the 
ittachment and the digital signature of the attachment when the 
Dbtain an authentication of the message and the attachment. 



\ 
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205. (Amer ded) A method as set forth in claim 204 wherein 
the server provides an authentication of the message and the attachment and 

the digital signaturejs of the message and the attachment, all as received by the server 
from the sender, 

206. (Amended) A method of transmitting a message through the internet from 



a sender to a recipi 
at the server of: 

transmitting 
a protocol selected 
receiving frojn 
transmitting 



3nt through a server displaced from the recipient, including the steps 



to the recipient the message and an identification of the sender and 
rom a group consisting of SMPT and ESMPT protocols, 
the recipient the selected one of the protocols, and 
the sender the message and the selected one of the protocols. 



208. 

not retaining 
message whjen 
message to the 



Amended) A method as set forth in claim 206, including the step of: 
at the server a copy of the message and the digital signature of the 
the server transmits the message and the digital signature of the 
sender. 
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209. (Amended) A method as set forth in claim 206, including the step of: 
preparing at thd server a digital signature of the message and a digital signature 
the protocols, and 

digital signatures from the server to the sender with the message 
3f the protocols. 



of the selected one o 
transmitting the 
and the selected one 



210. (Amended) A method as set forth in claim 207, including the steps of: 



preparing at ti 
one of the protocols 
transmitting t 



hte server a digital signature of the [message and] of the selected 
and 

e digital signature of the message from the server to the sender 
with the message aifid the digital signature of the selected one of the protocols with the 
protocol, and 

not retaining jat the server a copy of the message and the digital signature of the 
message and the splected one of the protocols and the digital signature of the selected 
one of the protocol 5 when the server transmits the message and the digital signature of 
the message and tne selected one of the protocols and the digital signature of the 
selected one of tho protocols to the sender. 
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lod as set forth in claim 208, including the steps of: 
transmitting tljie message and the digital signature of the message from the sender 
to the server, and 

authenticating the message on the basis of the message and the digital signature 
transmitted from the! sender to the server. 

212. A met lod as set forth in claim 210, including the steps of: 
transmitting irom the sender to the server the message, the digital signature of the 
message, the attachment and the digital signature of the attachment, and 

authenticating the message on the basis of the message and the digital signature 
of the message transmitted from the sender to the server and authenticating the 



attachment on the 



basis of the attachment and the digital signature of the attachment 



transmitted from tl e sender to the server. 
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213. In a method of authenticating a message transmitted through the internet by 
a server from a sender to in agent of a recipient, the steps at the server of: 

transmitting to the recipient the message and an attachment including the identity 
of the sender and the identity and address of the server and the identity and address of the 
recipient, and 

receiving the indication by the agent of the receipt of the message by the agent, and 
including the indication of the receipt of the message by the agent in the attachment. 

214. In a method as set forth in claim 213, the step at the server of: 

creating a| digital signature of the message and a digital signature of the 

attachment 



215. In a mettled as set forth in claim 214, the step at the server of: 
transmitting to the senderthe message and the digital signature of the message and 
the attachment and thp digital signature of the attachment. 



216. In a me 
receiving fror^ 
signatures of the me 



hod as set forth in claim 215, the step at the server of: 
the sender the message and the attachment and the digital 
sage and the attachment. 
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217. In a methcjd as set forth in claim 216, the step at the server of: 
authenticating the message on the basis of the message and the attachment and 

the digital signature of tbje message and the attachment, all as received by the server from 

the sender. 



218. In a method of authenticating a message transmitted through the internet by 
a server from a sendejr to an agent of recipient, the steps at the server of: 

receiving from the agent a protocol selected from a group consisting of SMPT and 
ESMPT protocols afterthe transmission of the message from the server to the agent of the 
message by the selected one of the protocols, and 

providing at tip server a digital signature of the message, and 

transmitting tpe message and the digital signature of the message from the server 
to the sender. 



219. in a method as set forth in claim 218, the step of: 
disposing otyhe message and the digital signature of the message at the server after 
the message and the digital signature of the message from the server 



the transmission o 
to the sender. 



\ 
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220. In a meth 3d as set forth in claim 219, the steps of: 
receiving at the server the message and the digital signature of the message after 
the disposition of the rrfessage and the digital signature of the message at the server, and 



authenticating V 
signature of the mess 



e message at the server on the basis of the message and the digital 
ge received by the server from the sender. 



\ 



221 . In a method as set forth in claim 218, the steps of: 
providing an attachment including the selected one of the protocols, 
providing a digital signature of the attachment, and 

transmitting fifom the server to the sender the attachment and the digital signature 
5 of the attachment aft the same time as the transmission of the message and the digital 
signature of the message from the server to the sender. 



222. In a rfiethod as set forth in claim 221 , the step of: 

disposing of the message and the attachment and the digital signature of the 
message and the Attachment at the server after the transmission of the message and the 
digital signature 6f the message and the attachment and the digital signature of the 
attachment from the server to the sender. 
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od as set forth in claim 222, the steps of: 
server from the sender the message, the attachment and the digital 
signatures of the mes sage and the attachment after the disposition of the message and 



the digital signature o 
attachment at the sen 
authenticating 



the message and the attachment and the digital signature of the 
er, and 

he message and the attachment at the server on the basis of the 
message and the did tal signature of the message and the attachment and the digital 
signature of the attachment, alt as received at the server from the sender. 



224. In a rrjbthod as set forth in claim 220 wherein 

the authentication is provided by generating at the server a digital fingerprint of the 
message, and a digital fingerprint of the digital signature of the message, received by the 
server from the sehder and comparing the digital fingerprints generated at the server. 



225. In a (method as set forth in claim 223 wherein 
the authentication is provided as follows: 

generatingj at the server a digital fingerprint of the message from the message 
received by the server from the sender, and a digital fingerprint of the digital signature of 
the message received at the server, and comparing the digital fingerprints generated at 
the server, and 

\ 
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and comparing 



generatirjg at the server a digital fingerprint of the attachment, and a digital 
fingerprint of thddigital signature of the attachment, received atthe server from the sender, 
he digital fingerprints generated at the server. 
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